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Q1 Solve any Two Marks Cos
a) Explain CIA (Confidentiality Integrity Availability) Triad of 10 CO1
information security and explain its importance in cloud
computing
b)  What are digital signature explain in detail 08 COl
Q2
a)  Write a note on Virtualization System Vulnerabilities 10 CO2

a) Guest VM vulnerabilities
b) Hypervisor vulnerabilities

b) Explain ESX VMware server architecture 06 CO2
OR
b)  Describe different user authentication methods in cloud
Q3 a) Explain in detail the guest hopping attack on Virtual Machine 08 cO2
b) Explain ESXi file system security and storage 08 CcO2
Q4
a)  Describe in details IBM security server protection. 08 CO2
b)  Write a note on the followings 10 CO2

i) Virtualization based sand-boxing
ii) VMware log managemerit

Q5
a)  What is VM side channel attack? Explain in detail 10 CO3

b)  Explain in brief VM migration attack 06 CO3
OR
b)  Write a short note on data loss prevention in cloud

Q6 a) Describe the penetration testing for cloud based application 08 CO4
b) Describe PCI DSS Responsibilities for Different Service Models 08 CO4
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